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ERASMUS+ Project SECUREU

MACIBU MATERIALI DROSIBAS RISKU VADIBAI

ERASMUS+ STRATEGIC PARTNERSHIP PROJECT

7 partneri no Latvijas, Lietuvas, Spanijas, Norvégijas, ecureu
Niderlandes un Somijas ir apvienojusies, lai izstradatu k-— ,,,,,,
dazadus macibu materialus par droSibas risku | BN r\ (Ii' ‘Zi'

parvaldibu..

Materiali ir pieejami projekta majas lapa:
http://security.turiba.lv e

of the European Union

DIGITAL EDUCATION TOOLS
CURITY RISK MANAGEMENT
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http://security.turiba.lv/
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leteikumi augstskolam — ka un
ko musdienas macit drosibas
specialistiem.

BEST PRACTICE
COMPILATION

http://security.turiba.lv

n https://www.facebook.com/Secureuproject



http://security.turiba.lv/
https://www.facebook.com/Secureuproject
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Saturs

Strategiska
perspektiva

Drosibas
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ZEVS SECURITY

Risku avoti

lemesli kuru del naktis negul
drosibnieki

Krievija Kina Terorisms & Organizéta
noziedziba



01 » Potencialais nakotnes NATO - Krievijas kars
* "Wind of Change" FSB vestules ?%:\:7“
Krievija * Modus operandi - izmantot droSibas sistemas

THE
UK Edition v = E=¥ULe Latest Europe World EUPolicy Business Euroviews Next Green Health Cultu \_\,/ RadioFreeEurope
news. /' Radioliberty

News Sport Fabulous ™v Showbiz Money Travel Health A > MY.europe > Europe News UKRAINE

Russia could attack NATO by end of decade, [ [2vestigation: Chinas Hikvision,
German intelligence chief warns

UK News World News Health News Politics Opinion

Dahua Security Cameras
Heighten Risks Of Russian
Attacks On Ukraine

Kaliningrd ——=«1

:7 0‘ 3 o, BELARUS

News > World News

TWISTED MIND How ‘deluded’ Putin
thought Ukraine invasion would break up
Nato & have West bowing down to Russia,
leaked docs show




D 2 * Ambicijas pret Taivanu (+ Krievijas sabiedrota)
» Attistita (kiber)spiego$ana (uz ekonomiku vérsta) TENT

Kina - Kontrolé piegades kédes elektronikai
J

China accounts for half of the strategic imports the EU is highly dependent on
(share of import value by origin of the 137 strategic products the EU is most dependent on)

Rest of the world
11%

Source: European Commission, based on BACI database.

ZEVS SECURITY
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Home News USElection Sport Business Innovation Culture Arts Travel Earth Video Live

Mystery of alleged Chinese hack on eve
of Ukraine invasion

Gordon Corera
Security correspondent, BBC News

Getty Images

Allegations of Chinese cyber activity as the recent conflict broke out in Ukraine have
been emerging.




D 3 » Ideologiju sadursmes

- * Organizetas noziedzibas digitalizacija ?:éc\ﬁv
TEI’Drl'_Sn]S_E' » Sadarbiba ar valstu dienestiem
Organizeta

noziedziba

Okupacijas muzeja dedzinataijs

Inf8security Magazine

« ASMLstock AmariCooper MiddleEastwars JakeE. Lee  Walgreens closures APSER

Gay Furry Hacker

- - aber criminals are increasingly Group SiegedSec _|.
par noziegumu sanema 2000 helping Russia and China target the US ICTTPY I TY IEWFT S T 1 Q) News s ocT 20 -
and allies, Microsoft says

elro . Media Outlet and B3l (5
Wreaked Havoc Ransomware
SiegedSec said it hacked the Real America’s G rou ps JOin the
Voice app and released the personal information

of over 1,000 users. ECOSyStem in 12
Months

Beth Maundrill

Follow @GunshipGirl

nnect on LinkedIn
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Nepietiekama
kibernoturiba ES
uzpémumiem

Nav vienota izpratne par
ES apdraudejumiem
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ZEVS SECURITY

Nevienmeriga
kibernoturiba starp
dalibvalstim un sektoriem

Starp dalibvalstim trukst
kopigas reagésanas krizes
situacijas.



Ka tiek skarta drosibas nozare?

1

lekSéjas
e 1 ER
strukturas

Svarigajos un butiskajos
pakalpojumu sniedzejos
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Kiberdrosibas nozare pati par sevi, bet art: ZEVS SECURITY

2

Drosibas
komersanti

Apsardzes pakalpojumu sniedzeji
(Videjs vai liels - S.pak.sniedz.)
un drosibas sistemu uzstaditaji/apkalpotaji
(Lieli - B.Pak.Sniedz / Videji - S.Pak.Sniedz)

3

Akrediteéeti
macibu centri

no to lieluma), kuri izglhtibas
informacijas sistemas apstrada
personu datus



Uz kadam drosibas tehnologijam _
attiecas NIS2? (NKDL 22.pants) ™™™

Likuma tiek izmantots termins "Tiklu un informacijas sistema"
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Elektronisko Ierl.ces., I.(u_ras Digitali _dafl. ko
sakaru tikls veic digitalu apstrada...,
datu apstradi aizsardzibas

noluka.




Vienkarsoti runajot....

| A o TG
;l%lé attiecas uz visam drosibas === 7
g%) 52’ tennologijam AN




NIS2
ierobezo
iekartu un
pakalpojumu
iegadi tikai
no
ES/EEZ/NATO
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ZEVS SECURITY

A kategorijas sistémas

Visu veidu tehniskos resursus un
uzturésSanu (Tatad, visas iekartas un visi
pakalpojumi no ES/EEZ/NATO)

B kategorijas sistémas

Tikla iekartas (marsrutétaji, komutatori,
utt.), kiberaizsardzibas sistémas (IDS, IPS,
Antivirus, utt.) ka art So sistému (fiziskas)
aizsardzibas un uzraudzibas pakalpojumi
un iekartas tikai no ES/EEZ/NATO (Tatad,
Hikvision, Dahua u.c. nedrikst tikt
izmantoti So sistému aizsardzibai)



STRATEGISKA
PERSPEKTIVA
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ZEVS SECURITY

Galvenas lietas, kas
gaidamas lidz ar NISZ2

Kiberfiziska Orientésanas uz Fiziskas drosibas Inovacijas

sapliSana ES/EEZ/NATO "upgrade”

IT un droSibas Gan no ilgtermina drosibas Fiziskas droSibas nozaré Jaunas prasibas veicinas

departamentam kopigi risku, gan no NIS2 prasibu pieaugs uzsvars uz inovacijas drosibas nozare,

jarapéjas par drosibu viedokla parorientacija kiberdroSibu, tadéjadi kas savukart var radit art
drosibas tehnologiju mazinot pakalpojumu jaunus kiberfiziskos

iegadé no partnervalstim. sniedzéja ievainojamibu produktus



Gatavojamies evolucijal!

Paldies par uzmanibu!

karlis@zevs.lv | +371 26622419
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